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CAP Content as Driver of IPAWS-OPEN Message Distribution

All posted alerts must validate to CAP, allowing IPAWS-OPEN to further inspect the 

contents of the message for data that determines the actual distribution path(s) for the 

message.  Based on the data, an originator can: 

Create a non-IPAWS CAP message that is sent only to specific addresses (COGs) in 

IPAWS.  This message can be:

– Private – Intended only for the recipient, 

– Restricted – Allowing the recipient to know the rules for redistribution, or 

– Public – Giving the recipient (and others) full latitude in redistribution.

Create an IPAWS Profile conformant CAP message for availability to the general public 

all via RSS Feed.  The IPAWS Profile message can also be distributed via: 

– Emergency Alert System (EAS) Broadcast, 

– NOAA Radio as a Non-weather Emergency Message (NWEM), and/or

– Cell phone via the Cellular Mobile Alert System (CMAS).
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CAP Construction Guide TOC

SOAP Validation

CAP 1.2 Validation 

 IPAWS Profile Validation

CAP Level Signatures

 IPAWS Dissemination Channel Processing Rules:

– EAS

– NWEM

– CMAS

 IPAWS-OPEN Process Flow Summary (Next two slides)

Accessing  IPAWS-OPEN Messages
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Processing a CAP Message Within IPAWS-OPEN
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IPAWS Dissemination Channel Processing
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IPAWS-OPEN “Horizon” Items

Signatures

– Need two more in test environment

– Need .Net or how to convert .jks correctly for .Net

Reference Implementation 

– Basic connection in .Net and Java

CAP examples and explanation (this presentation is outline)

– Private

– Public Non-IPAWS

– EAS push

– CMAS

– NWEM

RSS feeds

– Private for EAS

– Public 

Release schedule:

2.0.01 – Very soon

2.1 – depends on Oracle 11G 

adoption in FEMA SOA –

Needed for EAS. TDL in March?

3.0 – Feb 2012 CMAS release
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IPAWS-OPEN 2.0 MOA Status

61 MOAs in development

– 32 Executed MOAs

– 7 Others in Active process

– 22 Identified with Questionnaires 

Representing all aspect of IPAWS-OPEN

– Disseminators (Cable TV – EAS – RBDS)

– Originators (PSAP, EM, Notification and Alerting, Military)

– DE systems 
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Comments and Questions

IPAWS Website - http://www.fema.gov/emergency/ipaws

Mark.Lucero@dhs.gov

Office (202) 646-1386

Chief, IPAWS Engineering, National Continuity Programs, DHS FEMA

Gary.Ham@associates.dhs.gov

Office: (703) 899-6241

Contractor, Systems Architect, IPAWS-OPEN

http://www.fema.gov/emergency/ipaws
mailto:Damon.Penn@dhs.gov
mailto:Damon.Penn@dhs.gov
mailto:Antwane.Johnson@dhs.gov

